Abstract. Recent developments in technology suggest that within the next one to two decades some form(s) of quantum computing device will become viable. Once such devices become generally available they will doubtless be employed by cybercriminals to perform brute-force decryption tasks that were previously infeasible. This paper attempts to address the question of how digital forensic investigation techniques will need to develop in order to respond to the challenges posed by such future generation computing devices.
Introduction and Background
The current state-of-the-art in quantum computing suggests that, despite much theoretical and experimental work over the past 25 years, the topic is still in its infancy, both as regards the technologies in which it can be implemented and also the range of algorithms available.
Current candidate technologies include laser-excited atomic ion traps using beryllium or calcium atoms, bulk liquid-phase and solid-phase nuclear magnetic resonance (NMR), and superconducting solid-state circuits operating at liquid helium temperatures (circa 4 degrees Kelvin). To date the maximum number of participating quantum bits (qubits) that has been reached is 12 (Reich, 2010) , which in principle enables problems of size 2 12 = 4096 to be addressed.
The currently available algorithms for quantum computers include Shor's O(n 3 ) integer factorization and discrete logarithm (Shor, 1994 (Shor, , 1997 , which could be employed cryptanalytically to attack both RSA-like and EC-based public-key cryptosystems, and Grover's O(√n) search algorithm (Grover, 1996 (Grover, , 1997 , which could be used in an exhaustive search of the key-space of a conventional symmetric cryptosystem such as AES. Due to the intrinsic nature of quantum computation, as outlined in the following section, these quantum algorithms will be capable of compromising many state-of-the art cryptosystems in a matter of minutes or even seconds of real-time. For example, Shor's algorithm could be used to factor numbers 100 decimal digits long in a fraction of a second. Quantum speed-up inevitably means that cryptographic cover times which were previously unbreachable cannot be expected to remain intact in the future. In the context of anticipating future largescale cyber-crimes executed with the aid of quantum computers, this paper aims to address the key issues of the quality and the quantity of digital forensic evidence that may be recoverable from these devices, and also to indicate how such evidence may be analyzed and interpreted for subsequent forensic use in judicial proceedings.
Quantum Computation
Quantum computation (Mermin, 2007) exploits the evolution in Hilbert space of a coherent linear superposition of quantum states such that each component of the superposition follows a distinct computational path. A final decohering operational step, which is equivalent to performing a measurement or an observation, then extracts the required output with high probability. Whereas in classical computing a bit is a binary digit which has a value which is either zero or one, in quantum computing a single qubit can in general be an unequal linear superposition (or 'mixture') of the basis states zero and one:
From an n-particle quantum system an n-qubit register (qureg) may be constructed:
Applying to this qureg a Walsh -Hadamard transformation, represented by a unitary operator UH which transforms a single basis eigenstate into an equal superposition of the two basis eigenstates, generates a coherent equal superposition of all 2 n possible inputs:
Note that applying a linear (n-1) number of operations to the qureg yields a register state which is a superposition of an exponential (2 n ) number of terms. This exponential performance is one crucial characteristic of the potential power of quantum computation which distinguishes it from other unconventional computational models, such as DNA computation, swarm computation or evolutionary computation, that scale linearly with N, the number of molecules, particles or entities in the system (Overill, 2004) .
The prepared register state is input into a quantum logic network constructed from quantum logic gates. Two important kinds of gate are the one-qubit unitary gates, such as the Hadamard, Pauli, and phase-shift gates, and the two-qubit controlled-unitary gates, such as the controlled-NOT (C-NOT) gate. The quantum logic network is designed to carry out a specific quantum computation by unitarily evolving the input state into the output state, which is a coherent linear superposition of all the possible outputs from that computation. It is then necessary to extract the single required component from the output state, and this is generally achieved by means of a process, referred to as controlled decoherence, that repeatedly enhances the amplitude of this component at the expense of all of the remaining components' amplitudes. It is then highly probable (although not absolutely certain) that an observation or measurement of this state will yield the required component.
Note that it is not fruitful to attempt to directly observe the superposed output state prior to controlled decoherence since the act of measurement will cause the state to decohere spontaneously (or 'collapse') to a single randomly selected component with a consequential loss of information. Note also that as a consequence of the no-cloning theorem (Wootters and Zurek, 1982, Dieks, 1982) it is not possible to clone an exact copy of an arbitrary unknown quantum state for preservation and subsequent analysis, although approximate copies of quantum states can be made.
Quantum Forensics
The topic of quantum forensics has so far received virtually no consideration from researchers (Konstadopoulou, 2006) . In order to understand the possibilities for digital forensic examination and analysis of quantum computers, it is convenient to employ the conventional division into in vivo (live) forensics and post mortem forensics. From what has already been said above it will be clear that it is not possible to perform live system forensics on a quantum computer, since any observation or measurement made on an evolving superposed state will cause it to collapse to a single randomly selected component. At that instant the states of the system and the observer or measuring apparatus in their environment become correlated (or 'entangled') and useful state information leaks from the system into the composite super-system from which it cannot be recovered.
At first sight, post mortem forensics offers a somewhat more encouraging prospect. After the termination of a quantum algorithm and the recovery of an output state generated by controlled decoherence, a single classical output may remain for conventional digital forensic recovery and analysis. Of course, conventional anti-forensics techniques may be used to remove this trace. However, since there is no possibility of observing the intermediate (non-classical) states of the quantum computer post mortem, it will not be possible to reconstruct a timeline for the evolution of the quantum computation. This restriction places quite severe limitations on both the quantity and the quality of the evidential traces that may ultimately be recoverable. Since the probative value of digital evidence depends to a considerable extent upon the contextual support it receives from ancillary evidence, it would appear to be very difficult to build a judicially convincing case from the available digital forensic evidence alone.
At first sight, therefore, it would appear that with the advent of practical quantum computers the task of cyber-law enforcement will become significantly more challenging. Not only will quantum cyber-criminals be able to gain access to devices capable of breaking a variety of both symmetric and asymmetric state-ofthe-art cryptosystems well within any realistic cover time, but their activities will also leave behind a minimal set of recoverable forensic traces for use in any subsequent prosecution. It is this doubly challenging prospect that has given rise to the present study.
A road-map for future digital forensic investigations of quantum cyber-crimes should therefore focus attention on the maximum amount of information that can be elicited from the recoverable evidence, which could potentially amount to just a single trace. If it could be demonstrated with high probability that the only feasible route leading to the creation of a single recovered evidential trace necessarily involved the unauthorized perpetration of the cryptanalytic process as alleged by the prosecution, then it might indeed be possible to mount a plausible judicial case.
In fact, recent research in this area, using the actual data from real-world criminal cases involving peer-to-peer file-sharing (Kwan et al., 2008) and online auction fraud (Kwan et al., 2010) respectively, has demonstrated that the application of computational complexity theory (Papadimitriou, 1994) and the Keystroke-Level Model (KLM) (Kieras, 2001) within the framework of an Operational Complexity Model (OCM) , together with the use of Bayesian inference networks for reasoning about digital evidence (Kwan et al., 2008 (Kwan et al., , 2010 , does indeed offer a realistic prospect of quantifying the posterior odds and the likelihood ratios of competing hypotheses concerning the feasible routes leading to the formation of the recovered digital evidential traces . In particular, by enumerating and analyzing all feasible routes j by which the recovered evidential traces could have been produced, the likelihood ratio of feasible route i is given by:
and the posterior odds of feasible route i is given by:
where Pr(E|Hi) is the probability that evidential trace E is found given that the hypothesis that feasible route i was taken is correct, and Pr(Hi|E) is the probability that the hypothesis that feasible route i was taken is correct given that evidential trace E was found.
Quantum Forensics -an Additional Perspective
The previous remarks have been exclusively concerned with an analysis of the difficulties inherent in performing digital forensics on quantum computers. However, the influence of quantum theory and quantum mechanics on digital forensics is by no means limited to the domain of quantum computers. This section of the paper seeks to address the limiting effects of quantum processes on our capability to perform digital forensic investigations of conventional computing systems. As the CMOS (complementary metal oxide semiconductor) and SSD (solid state device) VLSI (very large scale integration) trend continues to produce ever higher digital circuit densities with correspondingly ever smaller feature sizes, the number of electrons involved in the storage and switching of each binary bit continues to decrease. This miniaturization trend, colloquially known as 'Moore's law', describes the approximate doubling of digital circuit densities on SSD and CMOS every two years. As the corresponding chip feature sizes enter the deep nanoscale region (less than circa 45 nm), the number of electrons participating in each bit storage or bit switching event continues to decrease until it eventually approaches no more than circa 100 (Frank, 2005) . This is a consequence not only of the feature size down-scaling on the chip surface, but also of the fact that the third dimension of the circuits (their 'depth' below the chip surface) must be down-scaled in approximate proportion to the dimensions of the channel length and the gate controlled depletion width in order to control the 'short channel effect' and to maintain a good sub-threshold cut-off slope (Rittman, 2006) . While a large ensemble of electrons behaves as a classical electrical charge with a well-defined capacitance, a small group of electrons (less than circa 100) loses this classical property and, as a result of quantum mechanical wave  particle duality, begins to exhibit wave-like properties including quantum mechanical 'tunneling' in which the wave-functions of the individual electrons may extend outside the region of the gate. This in turn means that each electron has a finite, non-zero probability of being found outside the region of the gate. The observable consequence of this quantum effect is that electrons can probabilistically 'leak' away from their region of confinement on the chip (Rittman, 2006) .
From the viewpoint of digital forensic analysis the consequences of the quantum effect described above are potentially rather serious. It implies that if enough electronic charge can be dissipated by means of quantum mechanical tunneling then the value of an individual binary bit can change spontaneously. The consequential effect on the outcome of a digital forensic examination if one bit of an item of metadata, such as a date-or time-stamp, changes its value is in principle quite severe. It could, for example, destroy the internal consistency of sequence of temporal links between a series of dependent events on which a judicial prosecution was otherwise intended to be built. Of course, a legal case is generally built on more than a single chain of evidence. Nevertheless, the breakdown of a chain of temporal links due to a spontaneous, quantum-induced bit-flip in a pivotal item of digital forensic evidence might be considered of sufficient importance to persuade a court that the criterion for a safe criminal conviction of 'beyond reasonable doubt' had not been met in that particular case.
Summary and Conclusions
We have examined how the operation of a quantum computer in the hands of cybercriminals attempting to break a state-of-the-art public-key or private-key cipher may result in the creation and recovery of one or more digital forensic evidential traces. However, very the nature of the quantum computational process precludes the creation and recovery of any useful information concerning the intermediate states in the evolution of the quantum computation. Furthermore, it also precludes the possibility of live forensics per se. It is probable that the lack of this ancillary evidence will prove to be a significant barrier to mounting successful judicial prosecutions in cases of serious quantum cyber-crime. However, recent and ongoing developments in quantifying the probative value of digital forensic evidence may well be able to offer at least a partial resolution of this problem. An additional future perspective regarding the possible effects of quantum mechanical leakage of electronic charge on the probative value of digital forensic evidence recovered from devices built using deep nanoscale VLSI technologies has also been considered and shown to be a realistic cause for concern. Further detailed research in both of these areas would therefore be well motivated and of great potential value.
